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What We Know About Artificial Intelligence

Vital to Economic & 

National Security

AI will be a driver for economic 

growth and productivity in the 

United States and the world. 

Estimated to add trillions of 

dollars to the US economy 

alone, it is already impacting our 

economic and national security 

and improving our quality of life.

Disruptive Technology

AI is a disruptive, 

multidisciplinary field seeking to 

train computer systems to 

autonomously perform tasks that 

mimic the application of human 

intelligence.

Beyond Human 

Capabilities

Computers continuously learn, 

make decisions and react like 

humans – but at scales beyond 

human capabilities.

AI learns from data that does not 

fit into spreadsheets: e.g.,  

conversations, videos, attitudes, 

physical models or 

environmental systems.
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Transform the Department of Energy

AITO Vision
Transform the Department of Energy into a world leading 

AI enterprise by accelerating the research, development, deployment, 
demonstration and adoption of Responsible and Trustworthy AI.
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Mission

Accelerate AI/ML-enabled capabilities through strategic portfolio alignment while 

scaling department-wide use cases that advance the agency’s core missions; 

advocate for program offices; provide advice on trustworthy AI/ML strategies; and 

expand public, private and international partnerships, policy and innovations – all in 

support of National AI Leadership and Innovation.
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Convene, Facilitate, Organize, Lead cross-cutting 

AI Results

• AITO serves as a convening 

organization with authority to 

streamline communication, drive 

AI collaboration, drive risk 

mitigation, and catalyze 

collective action to achieve 

Administration and DOE 

strategic goals

• We provide AI guidance, 

consulting and resources to 

support programs & special 

projects; we lead innovative AI 

governance & risk management

AITO

Unclassified 

AI Programs

Classified 

AI Programs

Int’l 
Partners

Industry

Academia
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Strategic Goals – FY 2022
AITO serves as an advocate for departmental elements and trusted AI advisor. Our goals align with the National 

AI Initiative Office

AI Advancement 

Council
Architect, Organize 

and Operate

Responsible & 

Trustworthy AI
Ensure development 

and implementation

Workforce Skills
Workforce education, 

training, upskilling

Strategic Planning
AI portfolio alignment 

& optimization• Operate as AI Investment and Funding 

advocates in support of program offices

• Establish DOE-Wide AI Strategy

• Cultivate AI Partnership Framework 
(International, Public-Private and DOE)

Strategic Planning Workforce Skills 
• Develop AI training for multiple 

levels/specialties

• Coordinate and deliver AI educational 

opportunities for upskilling

• Establish new recruitment & retention 

methods for an AI-ready workforce

• AI Council to act as “AI Translators” 

between business stakeholders and 

technology stakeholders. 

• Initiate cross-cutting organizational 

knowledge, advise, influence, update 

policy, investments, strategy, ethics

AI Council Trustworthy AI

• Promote federal risk mitigation and 

trustworthy AI outcomes through the 

establishment of responsible AI policy and 

practices.

1 2

43
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Continuous planning & development approach
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Data 

Acquisition

AI Supply 

Chain
Model 

Development

Model 

Deployment
Model 

Predictions

Secure the 

supply chain of 

AI-driving 

hardware and 

software

1 2 3 4 5

Establish data 

provenance 

and chain of 

custody

Secure training 

and testing of 

ML models

Securely 

integrate and 

deploy AI

Monitor model 

performance for 

potential 

probing/inversion

Traditional Cybersecurity 

Domain

Additional 

AI Security Considerations

The AI Lifecycle
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AI is increasingly used to inform high impact decisions, 

jobs, healthcare, banking, energy distribution, the justice 

system, and more.

• Reinforce good behavior (e.g., reinforcement learning)

• Unethical AI can have serious consequences. Leads to an 

erosion in public trust + slow progress and adoption of AI.

AI is designed and deployed to deliver equality, 

fairness, justice, safety and integrity. 

Do no harm is fundamental
• Involves Human Oversight and engagement directly or 

indirectly.

• Greater diversity = greater likelihood to solve a problem in 

its entirety + the unexpected.

What is ethical AI?

Why is ethical AI important?

Financial institutions are increasingly using 

algorithms that impact financial decisions on 

everything from credit scores and credit risk to 

who is eligible to receive a loan.  AI in Justice40 

with metrics and evaluations can drive equities.

Some AI systems used in recruitment tools have 

been revealed to contain biases towards a certain 

sex or race, leading to unfair, unjust outcomes 

and contributing to a lack of diversity.

A sentencing algorithmic tool was found to 

incorrectly judge black defendants as being at a 

much higher risk of recidivism. Other models 

have led police to unfairly target certain 

neighborhoods with a high population of racial 

minorities, regardless of crime rate.

Racial Profiling

Financial Decisions

Hiring Discrimination

Ethical AI infuses social and moral conscious 
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• Establish AI ethics principles and practices (ethics review 

teams) that guide creation of data sets and algorithms that 

foster equitable treatment for all.

• Establish ethics as an important and urgent cross-

disciplinary and continuous action.

• Educate and certify on AI ethics; intended and unintended 

consequences of bias; end-to-end lifecycle mitigations.

• Promote and reward inclusivity in strategy and design 

sessions, procurement processes and tech evaluations.

Workforce training & diversity

• Establish protocols that can help find and mitigate bias 

throughout the AI lifecycle such as AI independent 

verification and validation (AI-IV&V) teams & tools.

• Develop or acquire tools to audit and certify systems as 

Responsible and Trustworthy.

Test and evaluate

Establish ethical principles

Ethical AI Practices

IBM: AI Fairness 360
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Analyze end goal, potential risks, harms 
early in the AI lifecycle
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Responsible & Trustworthy (R&T) AI is 

secure, accountable, ethical and proven to 

be unbiased, consistently reliable (robust).

Advancing R&T AI at DOE

• AI is applied for various use cases:

Climate and Grid Resilience, Justice40, Clean Energy, 

Carbon Capture and Storage …

• Autonomous Systems, Robotics, Edge Devices/Distributed 

AI, Natural Language Processing, Human-machine 

Interface & Biometrics, Computer Visioning, Physics-

Informed Machine Learning, Data Fusion.

• AI has implications for high consequence areas with 

little room for failure:

Energy Security, Cybersecurity, Physical Security, 

National Security, Economic Security, Science & Highly 

Hazardous Operations, and Workforce Development.

EO §3. Principles for Use of AI in Government 
When designing, developing, acquiring, and using AI in the 

Federal Government, agencies shall adhere to the following 

Principles:

• Lawful and respectful of our Nation's values

• Purposeful and performance-driven

• Accurate, reliable, and effective

• Safe, secure, and resilient

• Understandable  (explainable)

• Responsible and traceable

• Regularly monitored

• Transparent

• Accountable

EO 13960: Promoting the Use of Trustworthy AI

“Agencies must therefore design, develop, acquire, and use AI in a 

manner that fosters public trust and confidence while protecting 

privacy, civil rights, civil liberties, and American values…”

10

Responsible & Trustworthy AI embeds ethics
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Executive Orders & the Impacts of AI

13985:

Advancing Racial Equity and Support for 

Underserved Communities Through the 

Federal Government

14058:

Transforming Federal Customer 

Experience and Service Delivery To 

Rebuild Trust in Government

14008:

Tackling the Climate Crisis at Home 

and Abroad

14028:

Improving the Nation's Cybersecurity

13960:
Promoting the Use of Trustworthy 

Artificial Intelligence in the Federal 

Government

13859:
Maintaining American Leadership in 

Artificial Intelligence

https://www.federalregister.gov/documents/2021/01/25/2021-01753/advancing-racial-equity-and-support-for-underserved-communities-through-the-federal-government
https://www.federalregister.gov/documents/2021/12/16/2021-27380/transforming-federal-customer-experience-and-service-delivery-to-rebuild-trust-in-government
https://www.federalregister.gov/documents/2021/02/01/2021-02177/tackling-the-climate-crisis-at-home-and-abroad
https://www.federalregister.gov/documents/2021/05/17/2021-10460/improving-the-nations-cybersecurity
https://www.federalregister.gov/documents/2020/12/08/2020-27065/promoting-the-use-of-trustworthy-artificial-intelligence-in-the-federal-government
https://www.federalregister.gov/documents/2019/02/14/2019-02544/maintaining-american-leadership-in-artificial-intelligence
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AI fuels Justice40 Outcomes

EO 14008: Sec. 223. Justice40 Initiative. (a) Within 120 days of the date of this 
order…jointly publish recommendations on how certain Federal investments 
might be made toward a goal that 40 percent of the overall benefits flow to 
disadvantaged communities. The recommendations shall focus on investments in 
the areas of clean energy and energy efficiency; clean transit; affordable and 
sustainable housing; training and workforce development; the remediation and 
reduction of legacy pollution; and the development of critical clean water 
infrastructure. The recommendations shall reflect existing authorities the agencies 
may possess for achieving the 40-percent goal as well as recommendations on any 
legislation needed to achieve the 40-percent goal.
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Objectives Executable Actions

1 Drive research and discourse in 

cultivating Responsible & 

Trustworthy AI

1.1 Facilitate creation of a consortium/working group of top researchers, companies, and leaders in Ethical 

AI to foster dialogue around new research and areas of interest

1.2 Advise and assist with drafting principles and standards to ensure the ethical and trustworthy 

deployment of AI across DOE

1.3 Host webinars on research and private sector trends in Ethical AI

1.4 Articulate the responsible AI mission and ensure it is anchored to company values and ethical 

guardrails (see Project Providus).

2 Facilitate methods to 

proactively detect, assess, and 

mitigate bias in AI systems

2.1 Aid in the establishment of common customer service metrics for determining the impacts of DOE AI 

systems after deployment. 

2.2 Facilitate the creation of Independent Verification and Validation (AI-IV&V) teams with responsibility for 

proactively assessing whether AI systems used across DOE are free of bias

2.3 Foster development or acquisition of tools that can audit DOE systems for potential bias to ensure the 

deployment of ethical and trustworthy AI

3 Support training and tools to 

identify and eliminate bias 

throughout the AI lifecycle

3.1 Facilitate workforce training on best practices for developing and utilizing ethical AI

3.2 Support the establishment of protocols that can help find and mitigate bias throughout the AI lifecycle 

to ensure equitable outputs

Responsible and Trustworthy AI Practices 
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AI-based vehicle navigation systems have been 

shown to be vulnerable to attack by modifying 

street signs with nothing more than tape or 

stickers, potentially sending an autonomous 

vehicle into oncoming traffic.

Adversarial attacks can manipulate media in 

ways that force the misclassification of content. AI 

has also enabled the creation of “deepfakes” 

which are increasingly difficult to detect. These 

techniques can be used to defeat content filtering 

systems, harass, and spread disinformation.

As AI-enabled financial tools become more 

commonplace, the opportunities for adversarial 

attacks also increases. Potential exploitations 

include leveraging vulnerabilities in algorithmic 

trading and evading fraud detection classifiers to 

manipulate trades or destabilize markets.

Financial Services

Transportation Systems 

Communications

Source: 1. Center for Security and Emerging Technology. September 10, 2019.

Adversarial AI destroys customer satisfaction

AI is increasingly used in high consequence areas 
with little room for failure including energy, finance, 
healthcare, and defense.

• Attacks on AI systems are being developed and released with 

increased regularity, including machine learning systems tricked, 

misled, or evaded.

Adversaries can exploit fundamental limitations in AI 
algorithms to attack systems in new ways.

• Adversarial AI refers to the use of malicious techniques designed 

to deceive, degrade, or invert machine learning models.

• Unlike conventional cyberattacks caused by human errors or 

omissions in code, adversarial AI attacks are enabled by inherent 

limitations in algorithms themselves and their reliance on data.

AI is vulnerable to attack

Expanding attack surface

14
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Training 

Dataset

Labels

Learning 

Algorithm
Model

Operational 

Data

Predictions

Exploratory 

Attack

Causative Attack

Data Poisoning

Inversion 

Attack

Types of Model Vulnerabilities

Model Bias

Data Bias

• AI is vulnerable to adversarial 

attacks. 

• Biased data and training 

leads to discriminatory models.

• Objective: Departmental

coordination of AI security best 

practices and development of 

strategies to ensure lifecycle 

focused responsible and 

trustworthy AI

AI Vulnerabilities
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AI Supply 
Chain

Data 
Acquisition

Model 
Development

Model 
Deployment

Predictions

Secure the 
supply chain of 

AI hardware and 
software

CONSIDERATIONS:

❑ Who produced the 
CPU/TPU/GPU?

❑ Where was the 
firmware made?

❑ Could assets be 
compromised?

Establish a data 
chain of custody

CONSIDERATIONS:

❑ Was the data set 
purchased?

❑ Who compiled and 
labelled the data?

❑ Was the data 
sanitized and 
encrypted?

Secure training 
and testing of ML 

models

CONSIDERATIONS:

❑ Who trained the 
model?

❑ Could the training 
be subverted?

❑ What was the 
source of testing 
data?

Securely 
integrate and 

deploy AI

CONSIDERATIONS:

❑ Are the deployed 
assets identified 
and protected?

❑ Are the AI systems 
being monitored for 
anomalies?

Monitor 
model output

CONSIDERATIONS:

❑ Are the outputs 
accurate, reliable 
and unbiased?

❑ Who has access?
❑ Are the outputs 

susceptible to 
probing/inversion 
attacks?

Considerations for Securing the AI Lifecycle 
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Scenarios for Customer Service Excellence

AI Exchange, Inventory and Analytics

Towards a Robust AI Innovation Community (AIIC)

AI Risk Management Playbook Highlights

Project Providus

Clean Energy Use Cases
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Clean Energy Use Cases

Coordination of Cross-Cutting Clean Energy Challenges to 

support various communities

Consulting services and workshops across DOE to discover, 

apply and scale clean energy and infrastructure resilient 

solutions – from automation to materials detection to simulations 

–responsible and trustworthy AI is not optional

18



Artificial Intelligence

and Technology Office

• Alignment
AIX allows project mapping 

according to funding source, 

technology, research 

objectives, applications, and 

other criteria (e.g. Justice40)

• Optimization
Provides customers a holistic 

view of AI projects, their status 

and potential to drive 

additional focused outcomes if 

funded further

• Collaboration
Facilitates the creation of an 

extended, diverse AI 

community

DOE AI Exchange (AIX), Inventory and Analytics

~ 2,000 AI Projects

19

Customer Insights / Metrics
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Value of Use Case Data

In addition to fulfilling the inventory requirement mandated by Executive Order 13960: 

providing data on AI Use Cases enables:

• Creation of a DOE AI Use Case repository containing key information on where AI innovations are taking 

place within DOE and who is leading these efforts.

• Greater understanding of the connections between AI projects and use cases.

• Enhanced collaboration through matching peers working on similar use cases across the Department.

• Accelerated innovation and maximized resources through surfacing links between shared objectives.

• Fostering creativity by highlighting AI use cases and their supporting technologies and data sets.

• Identification of DOE use cases available for sharing with other agencies and/or sharing with the public.
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AI RMPAIX System Collaboration 
Center

Testing Platform AI Institute

1 2 3 4 5

Guidance for leaders of 

new AI/ML projects and 

a reference of risks and 

mitigation techniques for 

technical users

A space for the DOE 

AI community to post 

questions, share 

knowledge, and 

connect with SMEs

A space to test and 

validate algorithms 

and models using the 

latest techniques (incl. 

adversarial scripts)

Certificate upskilling 

program with two 

tracks: Management 

and Practitioner; 

Social and Immersive

Active or underway

In concept and/or 

planning stages

Towards a Robust AI Innovation Community (AIIC)
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Enables better 

coordination across 

DOE programs and 

alignment with strategic 

priorities in AI

DOE AI Innovation Community (AIIC)
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Mitigation excerpts from AIRMP…Consider combining game theory and machine learning into one framework in which game theoretic analysis of ethics is 
used as a feature to train machine learning approaches, while machine learning helps game theory identify ethical aspects which are overlooked.

Essential Guidance

Dynamic system featuring 

100+ unique risks and 

mitigation techniques with 

ability to easily and 

continuously expand

Intelligent Search

Ability to filter according to 

lifecycle stage, risk type 

(e.g., algorithmic) and direct 

keyword searching

Trustworthy AI

Integration with EO 13960: 

Ability to filter by principle

AI Risk Management Playbook Highlights
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Project Providus:

Providus: (Latin) Making timely preparations for the future.

Farsighted, provident, cautious, prudent, prophetic, or circumspect.

Discover

opportunities and threats within the AI landscape

Develop

best practices for promoting security and fairness 

throughout the AI lifecycle

Defend

against threats using a proactive system of defenses

Project Providus is AITO’s cross-cutting approach to drive 

the advancement of secure, responsible and trustworthy AI 

throughout the Department of Energy.
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Project Providus: Strategic Planning

24

Develop training courses to 

inform senior leaders and 

operators about the 

vulnerability of AI systems and 

the resources to mitigate 

adversarial influence and bias.

Facilitate creation and 

adoption of principles, 

policies, and guidelines

to encourage the secure 

and ethical use of AI 

across DOE.

Accelerate testing, 

acquisition and application

of private sector 

technologies to enhance the 

defensive capabilities and 

trustworthiness of AI systems.

Coordinate a cross-lab 

partnership to 

formalize the testing and 

evaluation of AI systems 

and further the R&D of 

AI security capabilities.

Develop

best practices for promoting security and 

fairness throughout the AI lifecycle

Discover

opportunities and threats to 

the AI landscape

Defend

against threats using a 

proactive system of defenses

Phase 1
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